
Protecting Your Internet Accounts Keeps Getting Easier. Here’s How to Do It. 

There are many tools for setting up two-factor authentication, a security mechanism that 
prevents improper access. These four methods are the most compelling. 

When Facebook revealed last week that it had stored millions of people’s account passwords 
in an insecure format, it underlined the importance of a security setting that many of us 
neglect to use: two-factor authentication. 

That might sound like a mouthful, but it has become essential for our digital protection. 
What it stands for is basically two steps to verify that you are who you say you are, so that 
even if a password falls into the hands of the wrong people, they cannot pretend to be you.  

Here’s how two-factor authentication has generally worked: Say, for instance, you enter 
your user name and password to get into your online bank account. That’s step one. The 
bank then sends a text message to your phone with a temporary code that must be punched 
in before the site lets you log in. That’s step two. In this way, you prove your identity by 
having access to your phone and that code. 

Sounds simple and safer, right? Yet barely anyone uses it. According to Google, fewer than 
10 percent of its users have signed up for two-factor authentication to protect their Google 
accounts for services including email, photos and calendars. 

“It’s really, really hard to get a user to sign up,” said Guemmy Kim, Google’s head of account 
security. “It sounds cumbersome.” 

In reality, it isn’t that complicated. And in recent years, the technique has evolved to become 
more secure and, in some cases, even easier to use.  

That’s because in addition to receiving text messages, you can now log in by using codes 
shown in an app, by plugging in a physical security key or by setting up your phone to receive 
a notification and hitting a button. More on that below. 

Using just one or two of these methods will go a long way toward preventing an 
inappropriate person, like a jealous ex or a hacker, from getting access to your account. So 
here’s a guide to four ways of setting up two-factor authentication on some of the most 
popular sites — and the pros and cons of each method. 

                                       
 
 
 



 
 

 
 
 

 
 

 


